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Priority Arbitration Based On Current Task And MMU 



This invention generally relates to microprocessors, and more 
specifically to improvements in access to shared resources, systems, and 
methods of making. 

Microprocessors are general purpose processors which provide high 
instruction throughputs in order to execute software running thereon, and can 
have a wide range of processing requirements depending on the particular 
software applications involved. 

Many different types of processors are known, of which microprocessors 
are but one example. For example, Digital Signal Processors (DSPs) are 
widely used, in particular for*specific applications, such as mobile processing 
applications. DSPs are typically configured to optimize the performance of the 
applications concerned and to achieve this they employ more specialized 
execution units and instruction sets. Particularly in applications such as 
mobile telecommunications, but not exclusively, it is desirable to provide ever 
increasing DSP peirformance r while keeping., power consumption as low as 
possible. , ss v ' t \ 

To further improyp ri , performance of a digital system, two or more 
processors can be interconneqte^d. Fpr example, a DSP may be interconnected 
with a general purpose processor in a digital system. The DSP performs 
numeric intensive signal lypcessing algorithms while the general purpose 
processor manages overall. control, flgw,,. The two processors communicate and 
transfer data for signal processing yia shared memory, A direct memory access 
(DMA) controller is often associated with a processor in order to take over the 
burden of transferring blocks of data from one memory or peripheral resource 
to another and to thereby improv^Jhe performance of the processor. 
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Modular programming .builds a computer program by combining 
independently executable unifis of computer code (known as modules), and by 
tying modules together with additional computer code. Features and 
functionality that may not be provided by a single module may be added to a 
computer program by using additional modules. 

The design of a computer programming unit known as . a task (or 
function) is often accomplished' through modular programming, where a 
specific task is comprised of one module and the additional computer code 
needed to complete the task (if any additional code is needed). However, a task 
may be defined as broadly as a grouping of modules and additional computer 
codes, or, as narrowly as a single, ass^pably-type stepwise command, . A 
computer program may be processed (also called "run" or "executed") in a 
variety of manners. One manrffr is to process, the computer code sequentially, 
as the computer code appears op a written, page or on a computer screen, one 
command at a time. An alt^na^ive manner, of processing computer code is 
called task processing. In.t^sjt processing; a computer may process computer 
code one task at a time, or, ^pgy process, multiple tasks simultaneously. In any 
event, when processingtask^ itis generally beneficial to process tasks in some 
optimal order. { ;. , 

Unfortunately, ^different tasks. take different amounts of time to process. 
In addition, the result, output; , or ^ one task may be required before 

a second task may begin (or cqmplete) processing. Furthermore, particularly 
in a multiple processor environment, several tasks may need access to a 
common resource that has a.generaJJy K fixe,d capacity. 

Accordingly,, there is needed a system and method for managing task 
processing that takes into, amount task processing times, resource capabilities 
and capacity, and other task proce^jsiQg needs. 
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Particular and preferred aspects of the invention are set out in the 
accompanying independent and^pendent claims. In accordance with a first 
embodiment of the invention* there is prQvided a digital system having several 
processors and a shared, resource that is accessed by the processors. Bach 
processor provides two priority values along with each request for access to the 
shared resource. Access to the shared device is scheduled by arbitration 
circuitry using the higher of the two priority values from each device. 

In another embodiment, one of the priority values is provided by an 
access priority register on each processor that is loaded with an access priority 

value by software executing oh the processor. A software state is established 

v; 

during execution of a sequence* of instructions on each of the several devices. 
An instruction is executed on eacli device to form an access request to the 
shared resource. An access. priority valuers provided with each access x*equest 
that is responsive to the,softwkre.state of the respective device. 

In another embodiment, one,, of the two priority values is an address 
space priority value that is prqvided-by assigning address space priority values 
to pages of memory according, to programs or data stored in each page of the 
memory. At least a portion^ of the ^address space priority values are stored in 
page entries associated with a memory' management unit. For each request 
the memory management unit is queried .with the address specified by the 
access request. .. u I: : r 

In another embodiment, another device vying for access to the shared 
resource provides one or the $the;ij but not both of the two priority values. 

Particular embodinj^pts in accordance with the invention will now be 
described, by way of example only, and, with reference to the accompanying 
drawings in which like reference signs are used to denote like parts and in 
which the Figures relate to} the digital system .of Figure 1 and in which: 

•' ^ . '•■>■.• 
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Figure 1 is a block diagram of ,a digital system that includes an 
embodiment of the present invention in a megacell cox'e having multiple 
processor cores; . * . 

Figure 2A and 2B together is a more detailed block diagram of the 
megacell core of Figure 1; 

Figure 3 is a block diagram illustrating a shared translation lookaside 
buffer (TLB) and several associated micro-TLBs (pTLB) included in the 
megacell of Figure 2; 

Figure 4 is a block diagram of a, digital system similar to Figure 1 
illustrating a priority register in each processor of a multiprocessor system for 
task based priority arbitration^ ; *' 

Figure 5 is a tiinhig - diagram . illustrating an example of latency using 
task based priority arbitration according to Figure 4; 

Figure 6 is a state diagram illustrating execution of several different 
tasks using task based priority arbitration according to Figure 4; 

Figure 7 is a more deta^ed WqcJf. diagram of the digital system of Figure 
4 illustrating an attribute subfield iii the TLB of Figure 3 that provides a 
priority value associated with the address space represented by a given MMU 
entry; ,-*/, . . - 

Figure 8 is an illustration of a portiop. of the address space of the system 
of Figure 4, illustrating addgess space priority values associated with various 
pages of the address space* : , . v # ^ 

Figure 9 is a rnore^ detailed, block diagram illustrating various inter- 
connections between processors and a shaded resource using task based 
priority arbitration according;, to Figure 4 and address space priority values 
according to Figure 8; and. > :v t , , u ? * 



TL31347EP 



Figure 10 is a representation of a telecommunications device 
incorporating an embodiment of the present invention. 

Corresponding numerals. and symbols in the different figures and tables 
refer to corresponding parts uiiless otherwise indicated. 

[01] Although the invention finds particular application to Digital 

Signal Processors (DSPs), implemented, for example, in an Application Specific 
Integrated Circuit (ASIC), it also finds application to other forms of processors. 

An ASIC may contain one or more megacells which each include custom 
designed functional circuits combined with pre-designed functional circuits 
provided by a design library, \ f . , 

[02] Figure 1 is a block diagram of a digital system that includes an 

embodiment of the presient invention in a megacell core 100 having multiple 
processor cores. In the interest of clarify, Figure 1 only shows those portions of 
megacell 100 that are relevarit to an understanding of an embodiment of the 
present invention. Details of general construction for DSPs are well known, 
and may be found readily elsewhere. For example, U.S. Patent 5,072,418 
issued to Frederick Boutaud, : .eV<al, describes a DSP in detail* U.S. Patent 
5,329,471 issued to Gary §ypbod^ ? et al, describes in detail how. to test and 
emulate a DSP. Details oij portions,* of megjacell 100 relevant to an embodiment 
of the present invention ai^ explained in sufficient detail herein below, so as to 
enable one of ordinary slrij^ in. the. .microprocessor ai*t to make and use the 
invention. i, 

[03] Referring again^ to? Fjgui;e 1, megacell 100 includes a control 

processor (MPU) 102 with a^32-bit core 103 and a digital signal processor 
(DSP) 104 with a DSP core 105 that share a block of memory 113 and a cache 
114, that are referred to as a level. tw.d (L2) memory subsystem 112. A traffic 
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control block 110 receives transfer requests from a host processor connected to 
host interface 120b, requests from control processor 102, and transfer requests 
from a memory access node i^ DSP 104, The traffic control block interleaves 
these requests and presents them to the shared memory and cache. Shared 
peripherals 116 are also accessed via the traffic control block. A direct memory 
access controller 106 can transfer data between an external source such as off- 
chip memory 132 or on-chip memory 134 and the shared memory. Various 
application specific processors or hardware accelerators 108 can also be 
included within the megacell as required for various applications and interact 
with the DSP and MPU via the traffic control block. 

[04] External to the megapel), a level three (L3) control block 130 is 

connected to receive memory requests from internal traffic control fclock 110 in 
response to explicit requests from the DSP or MPU, or from misses in shared 
cache 114. Off chip external ^memory 132 and/or on-chip memory 134 is 
connected to system traffic controller ,130; these are referred to as L3 memory 
subsystems. A frame buffer 13<S, and a display device 138 are connected to the 
system traffic controller tqreceivQ .data for displaying graphical images. A 
host processor 120a interai<:ts s with the external resources a system traffic 
controller! 30. A host inte^ee ^ connected to traffic controller 130 allows access 
by host 120a to externa} Memories and other devices connected to traffic 
controller 130. Thus, a hpst .processor can be connected at level three or at 
level two in various embodiments.., ; A set of private peripherals 140 are 
connected to the DSP, while another set of private peripherals 142 are 
connected to the MPU. 

i - c .* ">■.* * . 

[05] Figure 2, comprised o£ Figure 2A Figure 2B together, is a more 

detailed block diagram of -the jnegaoell* core ; pf Figure 1. DSP 104 includes a 
configurable cache 203 that/is configured <as a local memory 200 and data 

■r J- . I 

. ■ J 

■ ' ',. 
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cache 202, and a configurable cache 204 that is configured as instruction cache 
206 and a RAM-set 208, which fixe referred to as level one (Ll) memory 
subsystems. The DSP. is connected to the traffic controller via an L2 interface 
210 that also includes a translation look-aside buffer (TLB) 212, A DMA 
circuit 214 is also included within the DSP. Individual micro TLBs (jaTLB) 
216-218 are associated with the DMA circuit, data cache and instruction cache, 
respectively. 

[06] Similarly, MPU 102 includes a configurable cache 223 that is 

configured as a local memory 220 and data cache 222, and a configurable 
cache 224 that is configured as instruction cache 226 and a RAM-set 228, 
again referred to as Ll memory, subsystems. The MPU is connected to traffic 
controller 1 10 via an L2 interface that also includes a TLB 23*2. A DMA 
circuit 234 is also included withjA tjie MPU. , Individual micro TLBs (fiTLB) 
236-238 are associated with;tlie J3MA circuit, data cache and instruction cache, 
respectively. , ? ; . .: ti - u 

[07] L2 traffic cpnttpllq^ -110 includes a TLB 240 and one or more 

micro-TLB (jiTLB) 242 that are associated with system DMA block 106, host 
processor interface 120brj.for ; a hpst connected at level two, and other 
application specific hardware accelerator blocks. Similarly, L3 traffic 
controller 130 includes^a fiTLB controllably connected to TLB 240 that is 
associated with system host . 120a at level three. This jxTLB is likewise 
controlled by one of the megacell 100 processors . 

Memory Management Unit, ■ . * 

[08] At the megacell traffic controller level, all addresses are physical. 

They have been translat^^o^ virtual to physical at the processor sub- 
system level by a memory management unit (MMU) associated with each core, 
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such as DSP core 105 arjd MPU core 103. At the processor level, access 

permission, supplied through MMU page descriptors, is also checked, while at 

'i 

the megacell level protection between processors is enforced by others means, 
which will be described in more detail later. 

[09] The translation look-aside buffer (TLB) caches contain entries for 

virtual-to-physical address translation and access permission checking. If the 
TLB contains a translated entry for the virtual address, the access control 
logic determines whether the access is permitted. If access is permitted, the 
MMU generates the appropriate physical address corresponding to the virtual 
address. If access is not permitted, the MMU sends an abort signal via signal 
group 244 to the master CPU 102: The master CPU is identified by the value 
of the R-ID field. On a slave processor such as a hardware accelerator the R-ID 
is equal to the R-ID of the paster CPU. 

[101 Upon a TLB j .miss, i.e., the TLB does not contain an entry 

corresponding to the virtual address requested, translation table walk software 
retrieves the translation ancL^ccess permission information from a translation 
table in physical memory. Oi^ce Retrieved, the page or section descriptor is 
stored into the TLB at a selected victim location. Victim location selection is 
done by software or with hardware support using methods known by persons 
skilled in the art. # . i . 

Translation Table r t "j, 

[11} To provide mj^muin flexibility, the MMU is implemented as a 

software table walk, backed y£ by TLB caches both at the processor sub-system 
and megacell level. This allocs easy addition.of new page size support or new 
page descriptor inform atipn^f required. A TLB miss initiates an MMU 
handler routine to load the missing^reference into the TLB. At the Megacell 
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100 level, a TLB miss asserts: a miss signal in signal group 244 and is routed 
via system interrupt router 250 to the processor having generated the missing 
reference or to the processor,in charge of the global memory management, via 
interrupt signals 251, 252. a ^ , 

[12] The present embodiment has a distributed operating system (OS) 

with several domains corresponding to each processor and therefore only a 
single table manager for all processors. Table update operations are limited to 
the corresponding R-ID for all slave processors. Access to all could be given to a 
super OS, such as a communication management OS. The super OS will have 
right to flush out entries belonging to another processor in a different OS 
domain. In another embodiment with several independent OSs, for example, 
there will independent tables.. These.tables can be located in a memory space 
only viewed by the OS that they are associated with in order to provide 
protection from inadvertent modification by another OS. 

[13] Translation tablfes and TLB cache contents must be kept 

consistent. A flush operation is, provided for this reason. 

[14] An address reference u is generally located within the jaTLB or 

main TLB of each processor sub-system; however, certain references, such as 
those used by system DMA ,106 ,or hqst processor 120, for example, to access 
megacell memories can be. .fiistributed within L2 traffic controller 110 and 
cached into L2 system, sha^d TLB 240. Because system performance is very 
sensitive to the TLB architecture, and size, it is important to implement 
efficient TLB control commands jto flush, lock or unlock an entry when a task is 
created or deleted without, degr^clin^^the execution of other tasks. Therefore, 
each ^iTLB and L2 cache entr^ holds^a task-ID. During execution, the current 
task-ID register is compared with the ]iTLB entry, this also provides better 
security, as will be described .later. . During MMIJ operation, commands are 
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supplied to flush locked or unlocked entries of a jiTLB corresponding to a 
selected task. 

The MMU provides cacheability and bufferability attributes for all 
levels of memory. The MMU :also provides a "Shared" bit for each entry to 
indicate that a page is shared among multiple processors (or tasks). This bit, as 
standalone or combined with the task-ID, allows specific cache and TLB 
operation on data shared between processors or/and tasks. The MMU may also 
provides additional information, such as memory access permission and access 
priority as described later. ' 

[15] All megacell memory accesses are protected by a TLB. As they all 

have different requirements in .term.of access frequencies and memory size, a 
shared TLB approach has been chosen to reduce the system cost at the 
megacell level. This shared $LB is programmable by each processor. The 
architecture provides enough flepribility to let the platform work with either an 
independent operating system (OS). or a (distributed OS with a unified memory 
management, for example. ) 

[16] The organization t of the data structures supporting the memory 

management descriptor f |s/ flexible since each TLB miss is resolved by a 
software TLB -miss handler. These data structin^es include the virtual-to- 
physical address translation arid all additional descriptors to manage the 
memory hierarchy. The ligt^of these. descriptors and their function is described 
in Table 2. Table 1 includes A' set of 4 m,em6ry access permission attributes. In 
other embodiments, a processor may have other modes that enable access to 
memory without permission checks. 

• i ■' •' 
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Table 1 - Memory Access Permission 



Supervisor 


User 


No access 


> No access 


Bead only 


No access 


Read only 


Read only 


Read/Write. 


No access 


Read/Write 


■ v Read only 


Read/Write 


Read/Write 



Table 2 - Memory Management Descriptors 



Execute Never 


provides access permission to protect data memory area from being executed. This 
information can.be combined with the access permission described above or kept 
separate. ■* ■.*■', 


Shared 


indicates that this page may be shared by multiple tasks across imiltiple 
processor. 


Cacheability 


Various memory entities such as individual processor's cache and write buffer, and 
shared cache and write buffer are managed through the MMU descriptor. The 
options included, in the present embodiment are as fellows: 

Inner cacheable, .Outer cachea^ie, Inner Write through/write back, Outer write 
through/write back,, and Quter write allocate. The terms Inner and outer refer to 
levels of caches that are be built in the system. The boundary between inner and 
outer is defined in specific embodiment, but inner will always include LI cache. In 
a system with i 3* levels of caches, the inner correspond to LI and L2 cache and the 
outer correspond to L3.due to existing processor systems. In the present 
embodiment; 'inner is Cl afad outer is L2 cache. 


Endianiem 


determines on a page basis the endianness of the transfer. 


Priority 


Indicates a priority level for the associated memory address region. Memory access 
can be prioritlzed^ased on this priority value. 



MMU/TLB Control Operation^ j - * 

[17] Figure 3 is a block diagram illustrating a shared translation look- 

aside buffer (TLB) 300 and, geveral associated micro-TLBs (jxTLB) 310(0)- 
310(n) included in megaceU jOO of Figure 2!, l ..On a|xTLB miss, the shared TLB 
is first searched. TLB . controller 320 is,, alerted by asserting a |iTLB miss 
signal 324. In case of a hit- o^ the ^tTLB that missed is loaded 

with the entry content of ^tfel .sKared'TLB^SbO. In case of miss in shared TLB 
300, the shared TLB alertf^lB controller' 320 by asserting a TLB miss signal 
326. Controller 320 then* 'asserts an interrupt request signal 328 to system 
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interrupt controller 250. Interrupt controller 250 asserts an interrupt to the 
processor whose OS supervises the resource which caused the miss. A TLB 
entry register 330 associated; wth TLB controller 320 is loaded by a software 
TLB handler in response \t£JKe interrupt. Once loaded, the contents of TLB 
entry register 330 are traj^sfe^d to both shared TLB 300 and the requesting 
H.TLB at a selected victim location as indicated by arcs 332 and 334. 
[18] A separate TLB entr^ ; register 330 is only one possible 

implementation and is not necessarily required. The separate register TLB 
entry register is a memory mapped register that allows buffering of a complete 
TLB entry (more than 32 bits). A TLB value is not written directly in the TLB 
cache but is written to the TLB. -entity register- first. Because of the size of an 
entry, several writes are, required to load the TLB entry register. Loading of a 
TLB cache entry is ^he^dope . iij^a single .operation "Write TLB entry". 
Advantageously, others U^^^ associated with other modules can continue 
access the shared TLB;wh^^fie TI}B entry .register is being loaded, until a 
second miss occurs. : iocwij.s: s i 

[19] The sequence of operatipns. to t update a TLB cache entry after a miss is: 
1- control circuitry che.cks and selects a TLB entry, referred to as a 
victim TLB cach^ entry.--, 

2 - the software TLB handler- jvjrites to the TLB entry register, and 
3- the software TLB handler' ? send9 f a command to write the TLB entry, 
which transfers a vajue^fpm TJxB; fe^.ry register to the selected victim 
TLB cache entry.^^ * ,^ ^ s ^ ; . 
[20] The priority ; o|^|he shared TLB s is managed in the same way as 

priority on a memory acce;ss^ One .or. more. resources can be using -the shared 
TLB. One or more resources can program the shared TLB. The replacement 
algorithm for selecting .£he t nfext vi<r^n location in the shared TLB is under 

... ' ^ 
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hardware control. A victim jjointer register 322 is maintained for each TLB 

and (iTLB to provide a victim separate pointer for each. A typical embodiment 

« . •* 

will use a round robin scheme. Another embodiment may use a least recently 

* . . * •„ 

used scheme or a random scheme, for example. Different TLBs within a single 
megacell can use different replacement schemes. However, in an embodiment 
in which the system has a master CPU with a distributed OS, this master CPU 
could also bypass the hardware replacement algorithm by selecting a victim 
entry, reading and then writing directly to the Shared TLB. 
[21] In this embodiment, each , shared TLB has 256 entries. Each 

jaTLB is generally much smaller, i.e., has fewer entries, than the shared TLB. 
In various embodiments* :e.ach : shared. TLB has 64-256 or more entries while 
jiTLBs generally have 4-16. jentxj.es. The penalty for a miss in a jxTLB is small 
since a correct entry is generally ayailable'from the shared TLB. Therefore, 
the present embodiment does not provide direct control of the victim pointers 
of the various |xTLBs; howeyer, ( direct control of the victim pointer of shared 
TLBs, such as 212, 233, and 2£0, is provided;. 

[22] Each entry in a^TLB has a resource identifier 301 along with 

task-ID 302. Resource-IDs and task IDs are not extension fields of the virtual 
address (VA) but simply address, qualifiers. A task ID is provided by a task-ID 
register, such as task-ID r^^ister 344 associated with processor 340. Resource 
IDs are provided by a refsQurce-ID register associated with each resource; such 
as R-ID register 342 asspc^ated /with processor 340 and RID register 352 
associated with resource 3§0^' With;the task-JP, all entries in a TLB belonging 
to a specific task can bej. j identified. They c,an, for instance, be invalidated 
altogether through a single! operation without affecting the other tasks. 
Similarly, the resource ID is required'because task-ID number on the different 
processors might not be related; therefore, task related operations must be, in 
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some cases, restricted to a resource-ID. At system initialization, all R-ID and 
Task-ID registers distributed across the system are set to zero, meaning that 
the system behaves as if.there were no such fields. 

[23] In another embodiment, The R-ID and TaskJD registers are not 

necessarily part of the resource core and can be located in the system, such as 
a memory mapped register for example, and associated to a resource bus. The 
only constraint is that a task JLD register must be under the associated OS 
control and updated during context switch. R-ID must be set during the system 
initialization. 

[24] Referring still to Figure 3, each TLB entry includes a virtual 

address field 305 and a corresponding physical address field 308 and address 
attributes 309. Various address attributes are described in Table 1 and Table 
2, Address attributes define conditions or states that apply to an entire section 
or page of the address space that is represented by a given TLB entry. An S/P 
field 306 specifies a page size. In the present embodiment, an encoding allows 
page sizes of 64kb, 4kb and l .kb to be specified. Naturally, the page size 
determines how many most significant (ms) address bits are included in a 
check for an entry. ^ v 

[25] ~ — ~ - Each TLB entry also includes "shared" bit 303 and a lock bit 304. 
All entries marked as shared can be flushed in one cycle globally or within a 
task. A V field 307 indicates.if an associated TLB cache entry is valid. V field 
307 includes several V-bits that are respectively associated with R-ID field 301 
to indicate if a valid R-ID entpy is present, task-ID field 302 to indicate if a 

y '* 

valid task-ID entry is preseni-, and virtual address field 305 to indicate if a 
valid address entry is present. 

[26] TLB control register set 330 also includes a resource ID and task 

ID register to check that this address is allowed for a specific resource or for all 
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and for a specific task or for all. When an address is missing from the jiTLB, it 
searches the shared TLB. If a miss occurs in both, an interrupt is returned to 
the processor in charge. 

[27] Still referring to Figure 3, a memory access priority register 352 

is included in each processor 350. The use and operation of priority register 
352 will now be described in detail 

[28] Figure 4 is a block diagram of a digital system similar to that of 

Figure 1 illustrating a/ priority register 1410 in each processor of a 
multiprocessor system for task based priority arbitration. Typically, each 
software task includes a task priority value that is commonly used by an 
operating system to schedule an ord£r of execution for a set of pending tasks 
1440. 

[29] In this illustration, a circle such as 1442 represents a task, with a 

task name "c" and a task priority of 12, fqr example. Likewise, task 1443 has a 
task name "r" and a priority of ,15, wjiei^e. 4 lower number indicates a higher 
priority. If the set of tasks ; 1440 are assigned to three processors, then an 
operating system on each processor forms a ready to execute queue, such as 
ready queue 1446 in which task "c" is scheduled for first execution, then task 
"a" and finally task '^"according to priority values of 12, 15, and 50 
respectively. In a prior system acces^to shared resources 1432 would be based 
on an access priority associated with the processor on which a task is executed. 
Unfortunately, this scheme may result in slow execution of a high priority 
task on a low priority processor. ... 

[30] Figure 5 is a timing diagram illustrating an example of latency 

using task based memory access Apriority /arbitration according to Figure 4, as 
opposed to latency using CPJJ priority for memory access priority. In this 
example, CPUl has a fixe<|j resource Rjriority that is high. CPUl is executing 
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task c.12, then switches to task a 15. CPU2 is executing task* r.15 then 
switches to low priority task x.50. CPU. 3 has a low fixed priority and is 
executing high priority task j.02 and then switches to lower priority task s.25* 
[31] In latency timeline 502 using CPU priority, request c. 12 and r. 15 

occur simultaneously; CPU 1 has higher priority than CPU2 and request c.12 
is scheduled for shared resource 1432 first. Request j.02 from CPU 3 and r.15 
from CPU 2 next via for access. Since CPU2 has higher priority than CPU3, 
request r.15 is scheduled next and tlieh followed by j.02 at time 510. Then, 
request a. 15 and r.15, followed by request a. 15 and x.50 are scheduled before 
request j.02 is scheduled at time 512. 

[32] In latency timeline 500 { using task priority, request c.12 and r.15 

occur simultaneously; task c.12 has higher priority than r.15 and request c.12 
is scheduled for shared resource 1432 first. Request j.02 from CPU 3 and r.15 
from CPU 2 next via for acpejss. Since tas& j.02 has higher priority than task 
r.15, request j.02 is scheduled next at ( time 514 followed by request r.15. Then, 
requests a. 15, r.15 and j.02 ^occu^at approximately the same time. Since 
task j.02 has the highest parity, request j.02 is next scheduled at time 516. 
Advantageously, latency time 524, fpr high priority task j.02 executed on low 
priority CPU3 using task priority is less than latency time 520 using CPU 
priority. Similarly, latency time 526 is less than latency time 522. 
[33] Referring again to Figure 4, three processors 1400/1402, 1404 

are illustrated; however, the concept is applicable to only two processors or to 
four or more. A priority register 1410 and a task_ID register 1412 is provided 
in processor 1400. Eacjbktf the pother processors is similarly equipped. A 
priority field value from: pjrigrity register 1410 is exported to traffic control 
logic 1430 that has arbitration circuitry that prioritizes access td a shared 
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resource 1432. Shared resource 1432 can be the L2 cache, for example, or 
other memory or interface devices, for example. 

* f> ' 

[34] In another embodiment, only the task-id is exported with the 

memory access request to the traffic controller and the task -id is vised to 
retrieve the access priority at the system level inside the traffic controller 
through a look-up table, using content addressable memory, for example. 
[35] One bit 1410a of register 1410 is responsive to interrupt signal 

1414 such that whenever processor 1400 performs a context switch in response 
to an interrupt, bit 1410a is set to a value to indicate an interrupt service 
routine (ISR) is being executed. '* 

[36] In a first embodiment with a simple solution, portion 1410b of 

register 1410 is only one s : 'lt>it*, such ] that register 1410 is a 1+1 bit register (2- 
bits). As discussed above, bit 1410a is set by the hardware when an interrupt 
(or an exception) occurs. In this embodiment, bit 1410a is the msb of register 
1410. An application program^ hein^ executed by processor 1400 can configure 
portion 1410b, the Isb bit, and c \vill provide one value, such as "0," to the bit if 
the application must execute with a defined maximum real time limit, referred 
to as "hard real time" (HRT). -On the other hand, an application that does not 
have a hard time limit or a less critical soft real time limit will provide another 
value, such as "1," to the bit to indicate "not hard real time" (NHRT) or leave a 
default low priority provi^ej^by the, OS./ An operating system on processor 
1400 can control both bi£j$j Thus, a 2-bit priority state code is formed as 
described in Table 3. In^e case of an interrupt, the contents of priority 
register 1410 are saved duriag ( an ISR context switch. 
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Table. 3 - l+l,Bit Priority States 



Type of task 


priority 


Set by 


code 


Interrupt service routine 


highest 


Interrupt hardware 


00 


Kernel OS task 




Kernel software 


01 


Hard real time task (HRT) 




Application software 


10 


Soft real time task (NHRT) 


lowest 


default 


11 



[37J Since there are two bits, one of the four priority states is used to 

differentiate an operating system (OS) kernel state from the Interrupt state to 
manage the shared resource access priority in a finer way. It is important to 
serve the OS before any application because the OS task scheduler can invert 
execution priorities. It is also important to differentiate the interrupt state 
from the kernel state so as ;hpt to leave one CPU with highest priority for a 
long period. Advantageously, an interrupt, on a CPU can be served with 
minimum delay. * — 

[381 If several '< CPUs access the memory with the interrupt priority 

state they are served in a round-robin manner using the fixed processor 
resource priority. In an alternative embodiment, a hierarchical priority or 
round robin priority can be. observed. 

[39] Memory access priority can. ; he established in several ways. For 

example, Table 4 illustra^s: .several portions of instruction code sequences in 
which a task is spawned^ricL th§ pgw task establishes it's priority as it's first 
operation. In line 1, ta?k^£^ .ia active and spawns a new task, "audio" on line 
3. The kernel is then invoked to. .instantiate the task and a default task 
priority of NHRT is set at linejB. At line 1 1, the new task is now active. Among 
it's first line of code at line 13,. is a* directive to set the task priority to HRT, 
making this a high priority task. If the task had done nothing, it would have 
remained a low priority task;by a default. 

** 

1,* . . „< , 
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Table 4 - Setting task priority at the start of a task 



1 (Task a : active , ; * . 

2 — "V'' •* 

3 Ta8kspawnC t audio",200,0,5000 J (FUNCPTR)audio / . . . . 

4 (Kernel) . 

5 ; ' 

6 TaskCreateHookO 

7 { 

8 SetTaskAttribut6Priority(NKRT) /*default value*/ 

9 } 

10 — reschedule . 

11 (Task Audio : active) .... 

12 [ 

13 SetTaskAttributePriority(HRT) 



14 ' 

15 ) : 

[40] SetTaskAttributePriorjty is a system call that initializes the 

memory access priority (MA^riority) associated with a task, as defined in a 
task control block. The system call also sets the priority register associated 
with the task_id register. q 

[41] Table 5 is an example task contipl block that is used to define a 

task. At line 4, an execution priority value is defined that is used by the 
operating system to schedule execution of the task. At fine 9, a memory access 
priority value is defined that is used to set the task priority register when the 
task is instantiated. In some embodiment, as described later, these two fields 
can be combined in a single piie" corresponding to the OS task priority. 
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Table 5 - Setting task priority using a TCB 



1 


TCB (task control block) ; 


2 


Typedef struct TCB 


3 


{ 


4 

5 


UINT OS-priority 

- **( » 


6 


#if CPUJFAMILY = xx 


7 


EXCJNFO excinfo; 


8 


KEG.SET rega; 


9 


UINT MA_priority 


10 


#endif 


11 





[42] In other embodiments, other means than a TCB may be provided 

for setting task memory access priority. For example, a call can be made to a 
subroutine and access priori^ r can be set by either the call or by an operation 
at the beginning of the subroutine. 

[43] In this embodiment, register 1410 is a portion of a status register 

within the CPU core, such as, DSP core 105 and MPU core 103. A call is 
provided to allow an application program to control only a single bit of the 
priority register resulting in encoded state '10' or 'IT, as illustrated at line 13 
of Table 3. In another embodiment, register 1410 may be a separate memory 
mapped register or other* "type of r register that can be controlled by the 
associated CPU and saved f 4^ring a context* switch and~ whose outputs can be 
provided to arbitration circp^Ltry for the shared resource. 

[44] In another ej^^dimenf, access priority might not be saved on a 

context switch and the Operating System takes the value held in the 
MA_j>riority field of tjhe tas^i control block (TCB) on each rescheduling to 
program the priority register, for example. 

[45] Figure 6 is a. state -diagram illustrating execution of several 

different tasks using task based priority arbitration according to Figure 4. 
Access priority value 600 is Representative > of the output of priority register 

F 
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1410. Priority level indicator 602 represents the access priority level 
responsive to a given software priority state, where priority increases to the 
right. 

[46] In software execution state 610, a task 1 is executing with a low 

access priority, NHRT. * , 

[47] In software execution state 612, an interrupt occurs and 

execution is transferred to. interrupt service routine x (ISR). The access 
priority "11" associated with software execution state 610 is saved during the 
resulting context switch and access priority "00" is set by CPU hardware in 
response to the interrupt. Thus, a hardware state is entered in response to the 
interrupt and the access priority register is modified in response to this 
hardware state. 

[48] In software execution state 614, ISR x initiates execution of the 

OS Kernel scheduler by performing, a system call- OS software sets the access 
priority to "01" by writing to priority register 1410. During this execution 
state, the kernel schedules task 2j for execution. 

[49] In software execfutjpn £^te 616, task 2 is activated as part of ISR 

x and has a hard real: time lijji^t. .fhe OS sets the access priority to "11" by 
writing to the priority register, .but the first operation of an HRT task is to set 
the access priority to "10" by ipndin^ ^command to set the LSB of the priority 
register to "0". As mentioned,, above, an application px^ogram cannot change 
the MSB of the priority register. 

[50] In software execution stpte ; 6 IB a second interrupt y is taken, 

since the interrupt priority of interrupt y* js.grcater than the interrupt priority 
of interrupt x. Again, the t £qcess pirjoi^ty of task 2 is saved during the resulting 
context switch and the access priority is forced. to "00" by CPU hardware. 
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[51] In software execution state 620, ISR y calls the OS and the 

scheduler in invoked. The OS sets the access priority to "01" and during this 
execution state schedules task 3 for execution. 

[52] In software execution state 622, task 3 is activated as part of ISR 

y and has a hard real time limit. The OS again sets the access priority to "11," 
which is the default lowest NHRT priority, but the first operation of an HRT 
task is to set the access priority to "10* Tby sending a command to set the LSB of 
the priority register to a 0". 

[53] In software execution state 624, task 3 performs a "return" to 

complete ISR y and the scheduler is again invoked. 

[54] In software execution state 626,. a context switch restores task 2 

and its access priority value* of " 10". 

[55] In software i execution s&ate 628, task 2 performs a "return" to 

complete ISR x and the sch^dtder, is again invoked. 

[56] In software execution state 630, a context switch restores task 1 

and its NHRT access priority y^ue of "1 1". 

[57] Of course, this ^Uustr^ibp is merely illustrative of the types of 

sequences that can occur during program execution, 
" [58] In summary, a variable access priority is provided. The OS 

kernel can vary the acces^ priority, by writing to the priority register. A 
hardware state, such as in. response to an interrupt, can change the access 
priority. Various prograirj modules of an , application pi^ogram can change the 
access priority in a limite4 ; rarig)s. ; t ^ - 

[59] In an alternative .embodiment, priority register portion 1410b is 

n bits, where n is generally ( ^8>b^ts for a Real Time Operating System (RTOS), 
for example. One bit 1410a of register 141p is responsive to interrupt signal 
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1414 such that whenever 14Q0 performs a context switch in response to an 
interrupt, bit 1410a is set,tp a value, to indicate an interrupt service routine 
(ISR) is being executed. ,,Bit 1^4 10a is treated as a most significant bit of 
priority register 1410, thus 1+n bits, are provided for the access priority field 
register 1410. In this embodiment/ a task priority corresponding' to the OS- 
priority field in line 4 of Table 1 4 associated with each task is loaded in priority 
register portion 1410b as each task begins execution. In this case, the same 
value that is used for OS scheduling, such as the value at line 3 of Table 5, can 
be used for memory access scheduling. Alternatively, a different memory 
access value of n bits can be specified by defining a value, such as at line 9 of 
Table 5. Advantageously, ipj this embodiment there is no need for an extra 
access priority register; the^ Q£> ; execution priority register is used for both 
functions. ^ - ; v 

[60] In either embodiment, the 2 bits or n+1 bits are used to control 

the priority of accesses to shared resources 1432. In addition, each CPU 
resource is also assigned a priority. If two resource make a requests with 
identical task priority to a scared resource, then access to the shared resource 
is provided in a round robin manner so that the higher priority resource 
doesn't starve the lower priority ^Bsource. Other embodiments may use other 
mechanism than round ro^irir Such. as a randpm or a fixed order of selection, 
for example. V>..R< ; - - < u < 

[61] Figure 7 is a .^ore. detailed block diagram of the digital system of 

Figure 4 illustrating an attribute subfield 309a in the TLB of Figure 3 that 
provides a variable . prj^rjt^ value : associated with the address space 
represented by a give.n, MMU ^ntrjr..^ ^Referring again to Figure 3, attribute 
field 309 has several^ different subfields that describe attributes of the 
associated address space defied by physical address field 308. In Figure 7, 
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address space priority field 309a is one of the subfields in attribute field 309. 
Each page of the address spac£ is assigned a priority value according to its use, 
as will be discussed in more detail with regard to Figure 8. These address 
space priority values are maintained in the MMU tables and are provided to 

the TLB when a page entry is entered into the TLB. 

' *".»>. 

[62] When processor 740(0) makes an access request to shared 

memory 750, a pair of priority values are conveyed to traffic manager 
arbitration circuitry 1430 along with the request. The first value is the task 
based priority value provided by task priority register 1410, as discussed 
earlier. The second valufe is an address space priority value provided by 
attribute subfield 309a from-TLB ^00(0) in response to the address of the 
access request provided l>y the .pr^qe^sor to the TLB cn address bus 742(0). 
Arbitration circuitry . 1430 evaluates both, priority values of the pair and 
compares them to other pric^jty value pairs from other pending requesters, 
such as processor 740(n). The , request haying the highest priority value is 
scheduled to have first access to-shared resource 750. 

[63] For example, ^siame. processor 740(0) is executing a task with a 

task priority of 5, as indi^a^e^d by ,t£tsk priority register 1410, and requests an 
' access to a page in share^j^jBmory 750 that has a address space priority of 15 
as indicated by attribute; si$>fi<eld 309a in TUZ 700(0). Also assume that 
processor 740(n) is executigg^j^task with a task priority of 20 and requests an 
access to a page in sh^re<^^^o^^0 : that, has a address space priority of 0. 
In this case, processor J40(0) is executing a higher priority task, but processor 
740(n) is accessing a page in memory that has* a yet higher priority; therefore, 
processor 740(n) is scheduledito.acc^s^.mempjy 750 first. 

[64] Figure 8 is an illustra1ji,en of a portion of the address space of the 

system of Figure 4, iUustraJmg^addrejss^pace priority values associated with 
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various pages of the address space. Instructions for various tasks are stored in 
regions 802, 804, and 806, for example. In this case, pages in region 802 are 
assigned a address space priority of 02, since that is the priority of task j.02. 
Likewise, region 804 is assigned a priority of 50 and region 806 is assigned a 
priority of 25. Buffer regicin 810 is used by all three tasks to pass data and is 
assigned an address space priority of 02 since it is used by task j.02. 
Advantageously, when task *x.50 is ^accessing buffer region 810 it will be 
accorded a priority value of 02 cbe to the address space priority in order to 
quickly provide data that may be needed by task j.02. 

[65] Figure 9 is a more detailed block diagram illustrating various 

inter-connections between processors and a shared resource using task based 
priority arbitration according^to Figure 4. A data bus 1202(n), physical 

address bus 1204(n), resource ID ^gnals ; 1206(n) 3 task ID signals 1208(n) and 

■ i t 

priority signals 1209(n) are provided by" each processor 1200(n) for each L2 
request. Recall from earjiei;. description, that TLBs associated with each 
requester provides the . ..pHysicaL address signals for each request. A 
comparison circuit withir^J^ach^processorCn) compares both the task based 
priority value provided by, a, register within the processor and an adiiress space 
priority value provided. by r the, ^TLB associated with the processor and provides 
the highest priority value oi^grioijit^ signals 1209(n). Traffic controller 1210 
examines the priority t signals provided by each processor and sends the 
highest priority request to .JL.2 cache 1220 using data bus 1202, physical 
address bus 1204, resource, ID signals 120.6, and task ID signals 1208 to 
completely identify^ each reques£ rv Ir^the present embodiment, TLBs are used to 
convert virtual addresse^jrtQ physical addresses and provides the second 
priority field when used/, .pgy.-^ *{- 
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[66] In another embodiment; a TLB may not be needed to provide the 

physical address. In that case, address signals are provided directly from the 
requesting device, for example. However, in such an embodiment, priority 
circuitry can be provided that responds to an address from a requesting device 
to provide a priority value responsive to a region of address space that is being 
requested. In this maiper, a requesting device provides both a task based 
priority and an address space region priority and resource allocation is based 
on the highest priority value. 

Digital System Embodiment 

[67] Figure 10 illustrates, an ^exemplary implementation of an 

example of such an integrated circuit in^oxiobile telecommunications device, 
such as a mobile telephone ■ ,]yith iptfjgrajed keyboard 12 and display 14. As 
shown in Figure 10, the id^jal, system 10 with a megacell according to Figure 
2 is connected to the keybpj^rd } ^2, where appropriate via a keyboard adapter 
(not shown), to the display;, 14, where appropriate via a display adapter (not 
shown) and to radio frec^ency (RF), circuitry 16. The RF circuitry 16 is 
connected to an aerial 18. 

[68] * " It is contemplated; of "'course, T that many other types of 
communications systems and computer systems may also benefit from the 
present invention, particularly .tjhose relying on battery power. Examples of 
such other computer systems .^clude^ personal digital assistants (PDAs) 
portable computers, smgpt ^hmi^ wei? r , phones, and the like. As power 
dissipation is also of concept; jn^sktop) aniline-powered computer systems 
and micro-controller appKc^tipn,- particularly from a reliability standpoint, it is 
also contemplated that the/present invention may also provide benefits to such 
line-powered systems. . . s ^ L- % • . 

. \ m * 
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[69] Fabrication ;.o£, the digital systems disclosed herein involves 

multiple steps of implanting various amounts of impurities into a 
semiconductor substrate and; diffusing the impurities to selected depths within 
the substrate to form transistor devices. Masks are formed to control the 
placement of the impurities. Multiple layers of conductive material and 
insulative material are deposited and etched to interconnect the various 
devices. These steps are performed in a clean room environment, 
[70] A significant portion of the cost of producing the data processing 

device involves testing. While in wafer form, individual devices are biased to 
an operational state and probe, tested for basic operational functionality. The 
wafer is then separated into ^ndivijlual dice which may be sold as bare die or 
packaged. After packaging^£^she v d.parts are biased into an operational state 
and tested for operational^n^onality. 

[71] The digital sys^eras disclosed herein contain hardware extensions 

for advanced debugging featur^^fTjhese assist in the development of an 
application system. Since these capabilities are part of the megacell itself, 
they are available utilizing fifdy a JTAG interface with extended operating 
mode extensions. They, provide simplp, .inexpensive, and speed independent 
access to the core for sophisticated debugging and economical system 
development, without req.u^^g-the costly; cabling and access to processor pins 
required by traditional enpulajpr systems pr.intruding on system resources. 
[72] As used herci^^he.term^ "applied," "connected," and "connection" 

mean electrically connected \.jj^u ding where additional elements may be in 
the electrical connection R^h^ "Associated" means a controlling relationship, 
such as a memory resource that is^coi^t^alled by an associated port. The terms 
assert, assertion, de-assert, de-assertion, negate and negation are used to avoid 
confusion when dealing with s ^jmixture of active high and active low signals. 
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Assert and assertion are used to indicate that a signal is rendered active, or 
logically true. De-assert, de-assertion, negate, and negation are used to 
indicate that a signal is rendered inactive, or logically false, 
[73] As used herein, the term "higher priority" and lower priority" 

refers to a logical value and not necessarily to a numeric value. For example, 
higher priority can be accorded to a iower numeric value. 

[74] A shared resource is 'typically^ a memory of a cache. However, 

other resources may be shared and make use of access scheduling using 
priority values as described herein. For example, memory mapped 
input/output (I/O) devices and ports, shared TLBs as described with respect to 
Figure 3, graphical or yideQ ; fi£aiaie buffers, etc. 

[75] While the inv^qtion ; ha^ been, described with inference to 

illustrative embodiments, this description is not intended to be construed in a 
limiting sense. Various other ^embodiments pi the invention will be apparent 

si r * . 

to persons skilled in the art upon refei^nce to -this description. For example, in 
another embodiment, one. "prjpipre,. devices provide both an address space 
priority value and a taskpripnty^valu^ vjrjbilean the same system other devices 
provide one, but not bq£l^ jy^riabl^ .priority, values. In this case, arbitration 
circuitry still schedules. apc^ss; to., a shared Resource according to the higher 
priority of either a pah* of j^i^rity values or asingle priority value. 
[76] In another e^Jpbdiment, one or more devices which access a 

shared resource do not proyid^tvariable priority values as described above. In 
this case, access for th$t device^ is sctjejcluleji according to a fixed or positional 
priority, such as a resource, ,riumber us i n g a fixed hierarchical scheme or a 
round robin scheme, for example. >«_ » /* 
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What is Claimed is: %lt 

1. A method for prioritizing access to a shared resource in a digital 
system having a plurality of devices vying for access to the shared resource, 
which method comprising: 

initiating an access request by each of the plurality of devices; 

providing two priority values. along with each access request from each 

, :.iji t r . 

device; and 

arbitrating for access to the shared device by using the higher of the two 
priority values from each device. 

2. The method of Claim 1, wherein the step of providing two priority 
values comprises the ste;ps of: , . . ^ , , 

establishing a software priority state associated with a program module; 

executing an instruction from the -program module on a first of the 
plurahty of devices to form, an access rpqiipst to the shared resource; and 

providing an acce^^^rio^y.^ value with the access request that* is 
responsive to the software priority state of the program module. 

3. The method^ of r any preceding Claim, wherein the step of 
providing two priority values comprises the step of providing an address space 
priority value with each request in response to an address specified by each 
access request. 

4. The methojd gf^lahn.3, whereiri the step, of providing an address 
space priority value comprij^es^hQ gteps of; / 

' .'VH . > :' • * ... ' - 
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assigning address space priority values to pages of memory according to 
programs or data stored in each page of thp memory; 

storing at least a portion of the address space priority values in page 
entries associated with a memory management unit; and 

querying the memory management unit with the address specified by 
the access request. 

5. The method according to any preceding Claim, wherein the step 
of arbitrating for access comprises the steps o£ 

selecting a higher priority value from each of the two priority values 
from each device; and , , ^. ^ 

comparing each of the f higher priority- ^alues selected from the plurality 
of devices. . , )JL ^,,. , • ■ . 

6. The method a^c^rdjng.£p any preceding Claim, wherein another 
device vying for access to tke shared resource provides one or the other but not 
both of the two priority values. 

2 

" 7. " A digital system qpmp rising: , 
a shared resource; . 

a plurality of devices connected to access the shared resource, wherein 

i ■ 

each device has a .request ^outp^ut and ( <ai^ci^itry for providing two separate 
variable priority values; 

* * v ' *, * * * 

arbitration circuitry connected to receive a request signal from the 
request output of eaq]i jU deY/G^ v ftlong : with thp two piiority values from each 
device, wherein the arbitrk|i6n ; cfrc^utry is operable to schedule access to the 
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shared resource according to. the fcgher of the two priority values from each 
device. ;*■**' 

8. A digital system comprising:^ 
a shared resource; 

a plurality of devices connected to access the shared resource, wherein 
each device has an accessipriority register and a request output, wherein the 
access priority register of? eacjh device is loaded with a value ty software 
executing on the respective device; 

a plurality of memory ^ifa^u^gjegaent units each connected to receive a 
virtual address from a respective one of the plurality of devices, wherein each 
memory management unit stores a plurality of page entries and has an output 
for an address space priority value contained in each page entry; and 

arbitration circuitry cqzuggM^d to receive a request signal from each 
request output along with an access priority value from each access priority 
register and an address ^iprity.^alyp from, each memory management unit, 
wherein the arbitration _j^ire f ui^ry , is operable to schedule access to the shared 
resource according to the^coes^ priority valije and the address space priority 
value, ;Ct •eri.tvu 

9. The digital systepa of Claim 8, wherein a portion of the access 
priority register is set in resppnse to an interrupt received by the respective 
device. fc ' cor. ' t. 
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10. The digital ^y^^p-aqcording to. any of Claims 8-9, wherein only a 
portion of the access priority, register can be modified by application software 
being executed on the respective device. 

11. The digital system according to any of Claims 7-10 being a 
cellular telephone, further comprising: 

an integrated keyboard connected to the CPU via a keyboard adapter; 
a display, connected to the CPU via a display adapter; 
radio irequency (RF) circuitry connected to the CPU; and 
an aerial connected to the RF : circuitry. 
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Priority Arbitration Based On Current Task And MMU 



Abstract 

A digital system and method of operation is provided in which several 
processors (740(0)-740(n)) are connected to a shared resource (750). Each 
processor has an access priority register '(1410) that is loaded with an access 
priority value by software executing on the processor. A memory management 
unit (MMU) (700) is connected to receive a request address (742) from each 
respective processor. The MMU has a set of entries that correspond to pages of 
address space. Each entry provides a.set of attributes for the associated page of 
address space, including an address ..space priority value 309a. For each 
request, the MMU accesses an entry corresponding to the request address and 
provides an address space priority value associated with that requested 
address space page. Arbitration circuitry (1430). is connected to receive a 
request signal from each proce^pr^^long with the access priority value from 
each access priority regis^y v ^nd. the f ad^ess space priority value from each 
MMU. The arbitration, p^gwitry. is^qp^rable, to schedule access to the shared 
resource according to hig}^^ pf t,he pair of , priority values provided by each 
processor. ^ j v jv^ ] , v - 
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